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ABSTRACT

Malicious Deepfakes have led to a sharp conflict over distinguishing
between genuine and forged faces. Although many countermea-
sures have been developed to detect Deepfakes ex-post, undoubt-
edly, passive forensics has not considered any preventive measures
for the pristine face before foreseeable manipulations. To complete
this forensics ecosystem, we thus put forward the proactive so-
lution dubbed SepMark, which provides a unified framework for
source tracing and Deepfake detection. SepMark originates from
encoder-decoder-based deep watermarking but with two separa-
ble decoders. For the first time the deep separable watermarking,
SepMark brings a new paradigm to the established study of deep
watermarking, where a single encoder embeds one watermark ele-
gantly, while two decoders can extract the watermark separately
at different levels of robustness. The robust decoder termed Tracer
that resists various distortions may have an overly high level of
robustness, allowing the watermark to survive both before and
after Deepfake. The semi-robust one termed Detector is selectively
sensitive to malicious distortions, making the watermark disappear
after Deepfake. Only SepMark comprising of Tracer and Detector
can reliably trace the trusted source of the marked face and de-
tect whether it has been altered since being marked; neither of the
two alone can achieve this. Extensive experiments demonstrate the
effectiveness of the proposed SepMark on typical Deepfakes, includ-
ing face swapping, expression reenactment, and attribute editing.
Code will be available at https://github.com/sh1newu/SepMark.
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Figure 1: Illustration of different types of Deepfake coun-
termeasures: passive forensics pays attention to the task of
Deepfake detection while the pristine face is non-protected;
proactive defense concentrates on the task of Deepfake de-
struction; and our proactive forensics focuses on both the

tasks of source tracing and Deepfake detection.
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1 INTRODUCTION

Until now, Al-generated content has been fully fueled in the deep
learning community, such as Generative Pre-trained Transformer
[61, 62] and Stable Diffusion [63]. In this era, everyone can be a mas-
ter manipulator who creates authentic-seeming content with just
one click [1]. However, the breakthrough progress in multimedia
generation has once again brought Deepfake, which mainly refers to
the technology of faking face using deep learning [68, 76, 77], to the
forefront. Generally speaking, the development of the forgery gen-
eration is usually ahead of its forensic counterpart in time [13, 36].
Despite its significance in face de-identification [4, 40] and privacy
protection [53, 82], some individuals intentionally produce and
spread Deepfakes with high visual deception to distort the truths
and manipulate public opinions. In the context of “seeing is not
always believing”, uncontrollable Deepfakes will eventually lead to
unprecedented trust crisis and moral panic. Therefore, the forensics
of Deepfakes is becoming increasingly important and urgent.
Passive forensics has been introduced since the emergence of
Deepfakes [88]. Hand-craft features such as eye blink [43], head
pose [78], color inconsistency [41], etc. work well for detecting
them, at an early stage. However, more clever creators using adver-
sarial training can readily fix these shallow manipulation artifacts
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Figure 2: The pipelines of robust watermarking (left top), fragile watermarking (left bottom), and our proposed SepMark (right).
For comparison and clarity, the additional adversary discriminator is omitted here. In the prior encoder-decoder structure, an
encoder and a decoder are jointly trained by sampling various distortions from the noise pool, where the robust decoder can
resist against all of the distortions and extract the watermark in a high level of robustness; alternatively, the fragile one is
selectively sensitive to malicious distortions and the watermark can only be extracted in a lower level of robustness. SepMark
innovatively integrates a single encoder with two separable decoders, enabling the embedded watermark to be extracted sep-

arately at different levels of robustness.

[12, 29]. Vanilla deep-learned features were demonstrated to be ef-
fective [64], while suffering from generalization when encountering
unseen forgery methods. Therefore, some data-driven models aim
to learn common artifacts, such as blending boundary [42], spectral
anomaly [15], temporal inconsistency [23], etc., while avoiding over-
fitting specific forgery method. Nevertheless, their performances
when the inquiry face undergoes several post-processing operations
or adversarial perturbations are unclear [5, 24, 30, 45, 55], rendering
that the in-the-wild forensics remains a challenge due to limited
robustness [22, 28, 91]. Despite a handful of proactive defense meth-
ods using adversarial attacks have been dedicated to disrupting or
nullifying the creation of Deepfakes [1, 20, 26, 27, 65, 71, 79, 80], they
may contribute to the detection task [9, 73], but not to the source
tracing task [47, 59, 72] which is another focus of our proactive
forensics. We highlight the differences between these countermea-
sures in Fig. 1, and the application of proactive forensics will be
detailed later in Section 3.1.

To our knowledge, invisible watermarking is the art of impercep-
tibly concealing additional messages within valuable media without
influencing their nature-looking [11]. According to whether the
original image is available during watermark extraction, invisible
watermarking can be further categorized as blind and non-blind.
Since the extraction needs only the marked image, blind water-
marking has increasingly broader applications in modern multi-
media ecology [6, 18, 81], including copyright protection, source
tracing, content authentication, etc. Therefore, we leverage blind
watermarking to combat Deepfakes in this paper. Thanks to the
efforts made by deep learning in blind watermarking [89], encoder-
decoder-based deep watermarking has attracted more interest ow-
ing to its effectiveness and flexibility [34, 56], compared to tradi-
tional watermarking [57, 75]. Still, in accordance with Fig. 2, let us
conduct an in-depth analysis of why current deep watermarking
with single-function cannot meet the proactive forensics well.

Robust watermarking places a high priority on robustness, em-
phasizing that the embedded watermark can still be extracted after

severe distortions [89]. This is crucial to protect the copyright and
trace the source, even though the marked image has major portions
occluded or has been captured by a screenshot [33, 70]. However,
the overly high level of robustness may also allow the watermark to
survive both before and after Deepfake, making it difficult to distin-
guish between genuine and forged images. To make matters worse,
the original source identification is preserved even after the image
has been forged. Therefore, relying solely on robust watermarks
cannot detect Deepfakes while tracing their trusted sources.

Fragile watermarking focuses on full or selective fragility, which
is opposite to robust watermarking, and emphasizes that the em-
bedded watermark will change accordingly with the marked image
under any or specific distortions [2]. Indeed, it mainly indicates
whether the content has been altered by malicious distortions, but
cannot provide information about the source of original trustworthy
image due to the disappeared watermark [56]. More importantly, it
is hard to tell apart the forged image from pristine images without
prior knowledge, since all of them have no correct watermark [69].
Therefore, solely relying on fragile watermarks cannot always trace
the trusted source or detect Deepfakes.

To accomplish both the tasks of source tracing and Deepfake
detection, the most intuitive manner is to embed one robust water-
mark followed by another fragile watermark [66], while the two
watermarks may significantly affect each other and concurrently
degrade the visual quality. Another intuition is to embed these inde-
pendent watermarks into separate regions of interest, foreground
and background of the face image, for example, while we argue
that the division of the regions may require the participation of
extra sophisticated face parsing models. More importantly, the wa-
termarks are more likely to be perceived and attacked by virtue
of the knowledge of the interest regions. To remedy these limita-
tions of multi-embedding, a learning-based, end-to-end SepMark is
proposed as a whole, corresponding to the new paradigm where
one elegant embedding has two distinct extraction manners. To
conclude, we have the following remarkable contributions:
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1) We propose for the first time the deep separable watermarking,
SepMark, which brings a new paradigm to current deep watermark-
ing, where a single encoder embeds one watermark elegantly, while
two decoders can extract the watermark separately at different
levels of robustness. On top of that, our proposed SepMark also
naturally provides a novel proactive forensics solution for unified
source tracing and Deepfake detection.

2) This is the very first end-to-end learning architecture for
deep separable watermarking, which consists of a single encoder,
a discriminator, and two separable decoders trained by sampling
different types of distortions from a random forward noise pool
(RENP). The robust decoder resists against all the common and ma-
licious distortions while the semi-robust one is selectively sensitive
to malicious distortions.

3) Extensive experiments conducted on face images demonstrate
the high level of robustness of robust decoder under numerous
distortions, and the selective fragility of semi-robust decoder under
malicious Deepfake distortions. Therefore, the separable decoders
can reliably trace the trusted source of the marked face and detect
whether it has been altered since being marked.

2 RELATED WORK

2.1 Deepfake Passive Forensics

Passive forensics, especially self-supervised Deepfake detection,
has recently gained much attention [85]. The fundamental princi-
ple among them is the synthesis of self-craft Deepfakes driven by
positive examples. In general, their detection performances depend
on the prior knowledge introduced during the production of syn-
thetic data. FWA [44] targets the artifacts of affine face warping
due to inconsistent resolutions between inner and outer faces. Face
X-ray [42] focuses on the artifacts of blending boundary that reveal
whether the inquiry image can be decomposed into the blending of
two faces from different sources. Similarly, I2G [86] aims to gener-
ate the blended faces with inconsistent source features through a
blending pipeline. SBIs [67] applies two random transformations to
the single image, one as the source and the other as the target of the
blending process, to reproduce more challenging negative samples.
Moreover, ICT [14] considers the identity consistency in the inquiry
image, such that the inner face and outer face of different identities
are swapped to form synthetic data. Following these additional cues
[7, 21, 87], more general modeling of Deepfake distortions can take
a step forward towards generalizing to unseen forgeries.

2.2 Deepfake Proactive Defense

Similar to proactive forensics, proactive defense requires the addi-
tion of imperceptible signals to the pristine image in advance. Deep-
fake destruction can be achieved either by disrupting or nullifying
the Deepfake model through the injection of adversarial perturba-
tions. The former can be regarded as a non-targeted attack, where
the attacked image after Deepfake should be visually abnormally
and as unnatural as possible compared to the original forged one
[26, 27, 65, 71, 80]. Conversely, the latter is a targeted attack, where
the attacked image after Deepfake should be as similar as possible to
the original pristine one [20, 79]. Inspired by universal adversarial
perturbations [54], CMUA [26] generates image-universal cross-
model perturbations to attack multiple Deepfake models rather
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Figure 3: Illustrative example of proactive forensics. (a)
Trustworthy publisher Alice embeds her identification into
the published face. (b) Onlooker actor Bob reposts this face
without affecting the content semantics. (c) Adversary actor
Eve manipulates this face to distort the truth.
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than the specific one. Anti-Forgery [71] further enhances the ro-
bustness of perceptual-aware perturbations against various distor-
tions. However, the visually perceptible artifacts might still escape
the detection since passive detectors do not share a similar per-
spective as human eyes [73]. Moreover, counterparts like MagDR
[9] can detect and remove the adversarial perturbations; even the
Deepfakes can be further reconstructed normally.

2.3 Deep Watermarking

Motivated by the success of deep learning in computer vision tasks,
DNN-based models have been investigated in blind watermarking
for stronger robustness. HiDDeN [89] is the first end-to-end learn-
ing architecture for robust watermarking, which consists of an en-
coder, a discriminator, a noise layer and a decoder. The key to guar-
anteeing robustness is the data augmentation of the marked image
with the differential noise layer. To resist against non-differential
JPEG distortion, MBRS [34] randomly switches real JPEG and sim-
ulated differential JPEG for each mini-batch training. CIN [52]
incorporates an invertible neural network to learn a joint represen-
tation between watermark embedding and extraction, where a non-
invertible attention-based module is additionally devised against
non-additive quantization noise. In another distortion-agnostic
line [51], TSDL [48] proposes a two-stage learning architecture,
where both the encoder and decoder are first trained in a noise-free
manner, following that only the decoder is fine-tuned to adapt to
black-box distortions. ASL [83] models the forward noise as pseudo-
noise that interacts with the marked image, allowing the gradient
to be propagated to the encoder without passing through the noise
layer during backward propagation. FIN [17] handles the black-box
distortion through an invertible noise layer similar to invertible
denoising [49]; it is designed to simulate the distortion, serves as
a noise layer during training, and is also applied as a preprocess-
ing step before extraction to eliminate the distortion. Moreover,
LFM [74], StegaStamp [70], RIHOOP [32], and PIMoG [16] learn
to resist against physical distortions like printer-scanner, printer-
camera, and screen-camera that are cross-media. To our knowledge,
although deep robust watermarking has been developed a lot, deep
fragile watermarking remains largely unexplored.
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Figure 4: Overall architecture of SepMark. The encoder En receives the cover image I, and encoded message M., as input
and produces the encoded image I.,. The random forward noise pool RFNP samples different types of pseudo-noise gap in
a detached forward propagation and interacts with I, in both standard forward and backward propagation, resulting in the
common or maliciously distorted image I,,. The tracer Tr extracts the message M;, which is identical to M., from the arbitrary
distorted image. The detector De extracts the correct message from the common distorted image but the wrong message from
the maliciously distorted image. Additionally, a PatchGAN Ad is used to distinguish each pristine and encoded image patch.

3 PROACTIVE FORENSICS: SEPMARK

3.1 Problem Statement

Instead of detecting which are forged afterwards, SepMark is dedi-
cated to ensuring beforehand which are genuine and tracing their
trusted sources. This proactive forensics should work on the pris-
tine face in advance, where “pristine” means the face has not been
processed by SepMark in this paper. In the real world, a trust-
worthy content publisher uploads his/her pristine face to social
networks and makes it public to anyone. Unfortunately, some adver-
sary individuals may download the face and manipulate it to spread
misinformation, which causes severe impacts on social trust and
public interest. Moreover, relying on ex-post forensics, the spread
of Deepfakes cannot be immediately blocked before it is confirmed.

Here is a more illustrative example regarding the suggested
proactive forensics shown in Fig. 3. To provide preventive measures
and more reliable evidence for the pristine face, SepMark embeds
one watermark into the face in advance (Fig. 3-a), such as the pub-
lisher identification and time stamp, which can identify the trusted
source of the marked face and at the same time indicate it has been
processed by SepMark. Subsequently, the embedded watermark can
be extracted separately at different levels of robustness. Concretely,
both the robust and semi-robust watermarks can be extracted cor-
rectly under common distortions that have little effect on image
semantics (Fig. 3-b), such as JPEG compression, resizing, contrast
adjustments, etc. In contrast, under malicious distortions such as
Deepfake, which is mainly addressed here (Fig. 3-c), the robust
watermark can still be extracted correctly, while the semi-robust
one is extracted incorrectly, implying that the face image has been
altered since it was marked. In this manner, any individuals or
social networks can verify whether the original source of the face
comes from a trustworthy publisher. Furthermore, even without
the knowledge of original watermark, it is possible to compare
the two extracted watermarks to determine whether the marked
face has been manipulated after publication, and block the further
spreading of the suspicious image with mismatched watermarks.

In summary, SepMark accomplishes both provenance tracking and
blind detection of Deepfake without knowing the original image.

Following Fig. 4, let us formulate SepMark in detail. Given an
arbitrary pristine face which also refers to as the cover image I,
the encoder En embeds encoded message M., into the image I,
thus obtaining an encoded image I.,. After that, the separable
Tracer Tr and Detector De can extract the messages M, and My,
from the common or maliciously distorted image I, respectively.
Consequently, depending on the separable decoders Tr and De, we
can divide the proactive forensics into the following cases.

Case 1: If the robust decoder Tr is available, the extracted M;,
is expected to always be identical to the embedded M., whether
the marked image is noised by common or malicious distortions,
to reliably trace the trusted source.

Case 2: If the semi-robust decoder De is available, it can extract
the correct message from the common distorted image but the
wrong message from the image noised by malicious distortions, to
distinguish the type of the distortion.

Case 3: Only when both the decoders Tr and De are available,
the tracing of the trusted source and the detection of malicious
distortions can be realized simultaneously. More specifically, if
Mge = Mep or My, ~ M;r, SepMark will indicate that the face
is genuine and comes from the trusted source M;,. Otherwise, if
Mge # Men or My, # My, the face has been forged since it was
marked, and the original trustworthy one can be further acquired
from the source M;, if necessary.

3.2 Model Architecture

To achieve end-to-end training of deep separable watermarking,
our proposed SepMark consists of a single encoder En, a random
forward noise pool RFENP, two separable decoders Tr and De, and
an additional adversary discriminator Ad, as can be seen in Fig. 4.
In a nutshell, 1) En receives a batch of I, € RE3*¥HXW 454 a
batch of Me,, € {—a, a}P*L to produce Iop; 2) RENP randomly
samples different distortions as pseudo-noise and interacts with I,
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resulting in I,0; 3) Tr and De separately extract M;, and My, from
I with different levels of robustness; and 4) Ad classifies pristine
or encoded for each image patch of I, relative to .

3.2.1 Single Encoder. In the main line, I, is fed into a UNet-like
structure. Firstly, in the downsampling stage, “conv-in-relu” with
stride 2 halves the spatial dimensions, and “Double Conv (2x conv-
in-relu)” doubles the number of feature channels. In the parallel
lines, My, is fed into several “Diffusion Block (FC layer-Conv)” to in-
ject redundancy, where its length L is expended to LX L. Secondly, in
the upsampling stage, nearest-neighbour interpolation doubles the
spatial dimensions and “conv-in-relu” halves the number of feature
channels, followed by the concatenation with both the correspond-
ing feature maps from the downsampling stage and the redundant
message after interpolation operation at each resolution. Moreover,
“SE-Residual Block” inserted with Squeeze-and-Excitation [25] re-
places batch normalization in the original bottleneck residual block
with instance normalization, and is applied to the concatenated
features to enhance the information interaction between different
channels. Finally, we further concatenate the aforementioned fea-
ture maps with the cover image via a skip connection, and fed the
output into a 1 X 1 convolution to produce the encoded image I.,.

3.2.2 Random Forward Noise Pool. Considering that numerous
distortions and a specific noise layer cannot adapt to all of them, it
is proposed to introduce various distortions to our noise pool for
the combined training. Moreover, given that the simulated distor-
tion struggles to approach the real complex distortion, we directly
get arbitrary real distortion gap = Io — Iep, in a detached forward
propagation. In this way, both the standard forward and backward
propagation can be realized through differentiable I, = Iop+gap. It
is noteworthy that the difference between RFNP and ASL [83] lies
in the random sampling of different distortions in each mini-batch
while not that of only one distortion. Empirically, this change ben-
efits our stable training and explains the instance normalization in
our encoder design. To be specific, random sampling from common
and malicious distortions, common distortions only, and malicious
distortions only results in three batches of I,.

3.2.3 Separable Decoders. We simply borrow the UNet-like struc-
ture from our encoder for the two decoders. Note that after the
concatenations of corresponding feature maps at each resolution,
we fed the final output into a 1 X 1 convolution to produce a single-
channel residual image. After that, the residual image is down-
sampled to L x L, and an “Inverse Diffusion Block (FC layer)” is
used to extract the decoded message of length L. More importantly,
due to different inputs and optimization objectives during train-
ing, the decoders have the same structural design but do not share
model parameters; see our carefully designed loss functions later.
To elaborate further, the robust Tr receives the image I, noised by
various distortions, while the semi-robust De receives the common
and maliciously distorted ones, respectively, in each mini-batch
training. Moreover, Tr is optimized by the objective M;, = Men
under arbitrary distortions. In comparison, De is optimized by the
objective My, = Mgy, under common distortions, and the objective
Mge # Mepn under malicious distortions.

3.2.4  Adversary Discriminator. To supervise the visual quality of
encoded image I, we also resort to adversarial training, where an

MM 23, October 29-November 3, 2023, Ottawa, ON, Canada

additional discriminator Ad has trained alternately with the main
encoder-decoder. In particular, vanilla GAN is replaced with Patch-
GAN [31, 90] to classify each image patch as pristine or encoded.
Specifically, the discriminator is a fully-convolutional structure
consisting of several “conv-in-leakyrelu” blocks, and finally, a 1 x 1
convolution outputs the ultimate prediction map. However, the
GAN training process was found usually unstable and even non-
convergence when using the standard GAN loss [19]. This behavior
also appears in our training process, and we conjecture that it might
also be related to the task of message extraction, in addition to ad-
versarial generation and discrimination. To improve the stability of
the training, we use the GAN loss of RaLSGAN [35] instead, and
we find that this adjustment makes our training more stable. This
might be mainly attributed to the transformation from absolute
true or false into relative true or false.

3.3 Loss Functions

We found simple Ly constraint is sufficient for the end-to-end train-
ing of SepMark. Note that 6 indicates trainable parameters, and 6.,
and 0,4 only denote common and malicious distortions sampled
by RENP, respectively. We have the following loss functions.

For the encoder, its encoded image I, should be visually similar
to the input image Io:

LEn = La(Ieo, En(6, Ico, Men)) = La(Ico, Ien) (1)

For the decoders, the robust Tracer Tr should be able to extract
M;r, which is identical to M,p, from the image I,,, noised by arbi-
trary common and malicious distortions:

LTr =L, (Men, Tr(@, RFNP(QCO + ema: Ien))) = LZ(Mena Mtr) (2)
where
Ien = En(0, Ico, Men) (3

The semi-robust Detector De is expected to be fault-tolerant to-
wards the common distorted image I:

Lpe1 = L2(Men, De(8, RENP(0co, Ien))) = Lo (Men, Mye) 4)

In contrast, De should be selectively sensitive to malicious distor-
tions Opq:

Lpez = L2(0, De(0, RENP(0ma, Ien))) = L2(0, Mge) 5

where the L, distance between 0 and My, is optimized. It should

be emphasized that the binary message {0, 1} had been transferred

to the zero-mean {—q, a}. Therefore, if the extracted message is

greater than 0, it is recovered as binary 1, otherwise as binary 0.

This loss term makes the extracted My, close to random guesses.
For the discriminator, its parameters are updated by:

Lag = La(Ad(0,Ico)~Ad(0, Ien), 1)+La(Ad(6, Ien) ~Ad (0, Io ), —1)

(6)
where
— 1 B .
Ad(T) = 5 > Ad(IPHEW) %)
i=1
Ad(0,Ien) = Ad(6, En(Ico, Men)) ®)

The relativistic average discriminator here estimates the probability
that the cover image I, is more pristine than the encoded image I.,,
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Figure 5: Subjective visual quality under typical distortions. From top to bottom are the cover image I, the encoded image

Ien, the noised image Iy, the residual signal of N (|Ico — Ien|), and N (|10 —

Ien|), where N(I) = (I — min(I))/(max(I) — min(I)).

Each column corresponds to one distortion. Image size: 128 X 128. For more malicious distortions, please see Appendix A.1.

on average; please refer to the literature [35] for more details. Note
that the discriminator also participates in updating the encoder En:

Ladz = La(Ad(Lo) = Ad(Ien), =1) + L2 (Ad(Ien) — Ad(Ieo), 1) (9)
where
Ad(Ien) = Ad(En(0, Ico, Men)) (10)
To summarize, the total loss for the main encoder-decoder can
be formulated by:

Lrotal = MLagz + A2 Lin + A3.L1r + 24 Lpe1 + AsLpez (1)

where A1, A2, A3, A4, A5 are the weights for respective loss terms.

4 EXPERIMENTS

4.1 Implementation Details

The experiments mainly conduct on CelebA-HQ [37, 39], where
24183/2993/2824 face images are used for training, valuation, and
testing, referencing the official splits of CelebA [50]. Additionally,
the testing set of CelebA, which includes 19962 face images, and the
valuation set of COCO [46], which contains 5000 images of com-
mon objects, are employed to evaluate the generalizability. Unless
stated otherwise, all the images are resized to two resolutions of
128 X 128 and 256 X 256, due to the limit of computation resource.
For the malicious distortions, SimSwap [8], GANimation [60], and
StarGAN [10] are selected as they are typical Deepfakes, which
belong to representative face swapping, expression reenactment,
and attribute editing, respectively. In detail, the target face used for
swapping is randomly selected from the valuation set of CelebA,
the target expression used for reenactment is randomly selected
from the driving images “eric_andre” !, the attribute set we edit is
{Male, Young, BlackHair, BlondHair, BrownHair}, and all of them
are implemented based on their released pre-trained model for re-
sulting convincing Deepfakes. Note that the face images are further
background-removed by OpenFace [3] only when testing GANima-
tion, to match the requirements of the input. Without loss of gener-
ality, the set of common distortions is {Identity, JpegTest, Resize,

! https://github.com/vipermu/ganimation/tree/master/animations/eric_andre/attribute_images

Table 1: Objective visual quality of the encoded image I,,.

Image Message
Model Size Length PSNRT SSIMT LPIPS |
MBRS [34] 128 X 128 30 33.0456  0.8106 0.0141
CIN [52] 128 x 128 30 42.4135  0.9628  0.0006
PIMoG [16] 128 X 128 30 37.7271  0.9470 0.0086
SepMark 128 x 128 30 38.5112  0.9588  0.0028

FaceSigns [56] 256 X 256 128
SepMark 256 X 256 128

32.3319  0.9211 0.0260
38.5646  0.9328 0.0080

GaussianBlur, MedianBlur, Brightness, Contrast, Saturation, Hue,
Dropout, SaltPepper, GaussianNoise}. The detailed parameters of
the above distortions can be seen at the bottom of Fig. 5. Note that
cropping is not included in the set since it is difficult to understand
as a common distortion for the complete face.

Our SepMark is implemented by PyTorch [58] and executed on
NVIDIA RTX 4090. Since we address numerous distortions rather
than a specific one, SepMark uses the combined training fashion
where the noise pool consists of all the common distortions and the
malicious distortions, namely SimSwap, GANimation, and StarGAN
(Male). The whole training lasted for 100 epochs with a batch size
of 16, and as a rule of thumb, we adjusted the Adam optimizer [38]
where [r = 0.0002, ;1 = 0.5 for stable adversarial training. Besides,
A1, A2, A3, A4, A5 in Eq. (11) are set to 0.1, 1, 10, 10, 10 in our training,
respectively. Intuitively, the message range « in our SepMark is set
to 0.1, and we show that « is essential for the trade-off between
visual quality and robustness in the ablation study.

Baselines. As far as we know, this is the first work on deep
separable watermarking, we therefore have to adopt robust water-
marking methods such as MBRS [34], CIN [52], PIMoG [16], and
fragile watermarking method FaceSigns [56] as our baselines. Two
independent models, one trained on images of size 128 x 128 and
messages of length 30, the other trained on images of size 256 X 256
and messages of length 128, for comparison with the pre-trained
models of baselines to demonstrate the effectiveness of SepMark.
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Table 2: Robustness test for the common distorted image I,,, where “Tracer” means the BER between M;, and M,,, “Detector”
means the BER between My, and M., and “Both” means the BER between M;, and M_,.

128 X 128 | 256 X 256
Distortion MBRS [34] CIN[52] PIMoG [16] —gr—— SDeg;d;f)l: o FaceSigns [56] —p—— SDeef;ﬁat‘:}; o
Identity 0.0000% 0.0000% 0.0366% 0.0000%  0.0000%  0.0000% 0.0136% 0.0000%  0.0000%  0.0000%
JpegTest 0.2597% 2.7514% 19.5562% 0.2136%  0.2172%  0.2656% 0.8258% 0.0075%  0.0069%  0.0133%
Resize 0.0000% 0.0000% 0.0767% 0.0059%  0.0212%  0.0201% 1.0726% 0.0000%  0.0000%  0.0000%
GaussianBlur 0.0000% 22.7786% 0.1169% 0.0024%  0.0035%  0.0012% 0.1671% 0.0000%  0.0274%  0.0274%
MedianBlur 0.0000% 0.0307% 0.0992% 0.0012%  0.0012%  0.0000% 0.0977% 0.0000%  0.0000%  0.0000%
Brightness 0.0000% 0.0000% 1.3443% 0.0059%  0.0106%  0.0142% 10.8196% 0.0017%  0.0030%  0.0047%
Contrast 0.0000% 0.0000% 0.8121% 0.0012%  0.0024%  0.0012% 0.0334% 0.0000%  0.0000%  0.0000%
Saturation 0.0000% 0.0000% 0.0803% 0.0000%  0.0000%  0.0000% 0.7113% 0.0000%  0.0000%  0.0000%
Hue 0.0000% 0.0000% 0.1523% 0.0000%  0.0012%  0.0012% 8.3780% 0.0000%  0.0000%  0.0000%
Dropout 0.0000% 0.0000% 0.4828% 0.0000%  0.0000%  0.0000% 17.5615% 0.0058%  0.0000%  0.0058%
SaltPepper 0.0000% 0.0378% 2.3667% 0.0413%  0.0106%  0.0472% 12.3238% 0.0008%  0.0003%  0.0011%
GaussianNoise 0.0000% 0.0000% 12.7396% 0.7460%  0.8735%  0.8994% 7.0697% 0.0578%  0.0622%  0.0930%
Average 0.0216% 2.1332% 3.1553% 0.0848%  0.0951%  0.1042% 4.9228% 0.0061%  0.0083%  0.0121%
Table 3: Robustness test for the maliciously distorted image I,,.
128 X 128 | 256 X 256
. . SepMark . SepMark
Distortion MBRS [34] CIN[52] PIMoG [16] Tracer Deﬁector Both FaceSigns [56] Tracer D ftector Both
SimSwap 19.3744% 48.5068% 8.6745% 13.8255%  50.8829%  50.8558% 49.9463% 7.9068%  45.9117%  45.6713%
GANimation 0.0000% 0.0000% 0.4802% 0.0000%  36.7938%  36.7938% 45.4172% 0.0020%  43.8524%  43.8527%
StarGAN (Male) 18.3133%  67.2568% 9.2044% 0.1157%  52.6003%  52.6027% 50.2617% 0.0033%  45.4624%  45.4641%
StarGAN (Young) 17.0562% 69.0805% 8.7465% 0.1074%  52.3678%  52.3737% 50.3649% 0.0030%  45.5319%  45.5333%
StarGAN (BlackHair) 19.2233% 58.7913% 10.5312% 0.1416%  49.2434%  49.2599% 50.2576% 0.0019%  45.1299%  45.1296%
StarGAN (BlondHair) 18.4478%  72.9733% 10.3506% 0.1712%  48.6084%  48.5930% 50.9829% 0.0022%  44.6953%  44.6953%
StarGAN (BrownHair) 17.6381% 79.5857% 9.0675% 0.0980%  52.3820%  52.3855% 50.7884% 0.0017%  45.9950%  45.9939%
Average 15.7219% 56.5992% 8.1507% 2.0656%  48.9827%  48.9806% 49.7170% 1.1316%  45.2255%  45.1915%

Evaluation Metrics. For the evaluation of objective visual qual-
ity, we report the average PSNR, SSIM, and LPIPS [84] of the en-
coded images throughout the testing set. For the robustness test,
the average bit error ratio (BER) is utilized as the default evaluation
metric. In our SepMark, the BER of semi-robust Detector under
malicious distortions should approach 50%; in other cases, the BER
of both Tracer and Detector should approach 0%. Suppose that the
embedded message Mg and the extracted message Mp, formally,

B L
BER(Mp, Mp) = %x%xz S BMED)-BME))x100% (12)

satisfied performance mainly derives from our stable adversarial
training. Although CIN yields impressive objective visual quality,
its invertible neural network is not flexible to be compatible with
our architecture of deep separable watermarking.

4.3 Robustness Test

Primarily, the robust Tracer should have a low BER under arbitrary
distortions to trace the trusted source, while the semi-robust Detec-
tor should have a low BER under common distortions but a high
BER under malicious ones to distinguish the type of the distortion.

i=1 j=1 Under the common distortions presented in Table 2, the BER of

where Tracer approaches 0% on average, reaching nearly optimal robust-
1 M>o ness compared to the baselines in addition to competitive MBRS.

B(M) = { 0 M< O’. (13) Moreover, the BER of Detector also gains reduction compared to

Note that we have strictly adjusted B(-) for the baselines to the
same as their original setting, avoiding affecting their performances.

4.2 Visual Quality

We evaluate the visual quality of encoded images from the objective
and subjective perspectives. As we can see in Table 1, SepMark has
slightly better performance than PIMoG and is superior to MBRS
and FaceSigns by a large margin, in terms of PSNR, SSIM, and LPIPS.
Moreover, no clear artifacts can be observed by the naked eye from
the encoded images, as visualized in Fig. 5. We speculate that the

CIN, PIMoG, and FaceSigns. By observation from the “Both” col-
umn, it can be drawn that the separable decoders extract nearly
the same message when encountering common distortions. We
do not intend to demonstrate that SepMark is definitely superior
to baselines in terms of robustness, but rather that its sufficient
robustness against common distortions.

Under the malicious distortions presented in Table 3, the Tracer
also has ideal robustness compared to the baselines, and its BER
reaches the lowest on average. As expected, the BER of Detector
approaches 50% on average, close to random guesses. Our Detector
successfully holds selective fragility to malicious distortions, while
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Table 4: Ablation experiments. Range of message M., where
a € {0.15,0.05}. Image size: 128 X 128. Gain: “|” means better.

Xiaoshuai Wu, Xin Liao, & Bo Ou

Table 5: Ablation experiments. One decoder is trained fol-
lowed by the other. Image size: 128 X 128.

a=0.15 | a =0.05 Tracer—Detector |  Detector—Tracer
Distortion PSNR = 38.1806 PSNR = 40.8058 Distortion PSNR = 39.3359 PSNR = 42.6461
Tracer Detector Tracer Detector Tracer Detector Tracer Detector
Identity 0.0000% 0.0000% 0.0000% 0.0000% Identity 0.0000% 0.0000% 0.0012% 0.0000%
JpegTest 0.1062% 0.1204% 0.6941% 0.7495% JpegTest 0.6645% 0.5430% 2.0267% 2.4906%
Resize 0.0012% 0.0000% 0.0614% 0.0696% Resize 0.0295% 0.0212% 0.1039% 0.0720%
GaussianBlur 0.0000% 0.0000% 0.1464% 0.5076% GaussianBlur 0.0012% 0.0000% 0.0260% 0.0189%
MedianBlur 0.0000% 0.0000% 0.0141% 0.0106% MedianBlur 0.0012% 0.0012% 0.0059% 0.0201%
Brightness 0.0012% 0.0012% 0.0035% 0.0083% Brightness 0.0000% 0.0012% 0.0035% 0.0047%
Contrast 0.0012% 0.0000% 0.0224% 0.0224% Contrast 0.0035% 0.0035% 0.0106% 0.0071%
Saturation 0.0000% 0.0000% 0.0000% 0.0000% Saturation 0.0000% 0.0000% 0.0000% 0.0000%
Hue 0.0000% 0.0000% 0.0000% 0.0000% Hue 0.0000% 0.0000% 0.0000% 0.0000%
Dropout 0.0012% 0.0012% 0.0024% 0.0047% Dropout 0.0035% 0.0059% 0.0047% 0.0024%
SaltPepper 0.0059% 0.0083% 0.4308% 0.3778% SaltPepper 0.1333% 0.0024% 0.0342% 0.2998%
GaussianNoise 0.4273% 0.4403% 2.0515% 2.2238% GaussianNoise 1.5557% 1.5321% 3.5057% 4.1218%
SimSwap 15.8015% 54.1714% | 20.0802%  48.3239% SimSwap 17.9438%  52.1966% | 29.1678%  48.5045%
GANimation 0.0037% 53.9691% 0.0012% 29.5494% GANimation 0.0062% 49.2074% 0.0198% 47.3840%
StarGAN (Male) 0.0331%  58.0914% | 0.3175%  45.4544% StarGAN (Male) 0.2491%  54.3366% | 0.4001%  43.1256%
StarGAN (Young) 0.0378% 57.7679% 0.3671% 45.2325% StarGAN (Young) 0.2656% 53.9731% 0.4603% 43.0961%
StarGAN (BlackHair) 0.0425%  60.0248% | 0.4355%  45.3978% StarGAN (BlackHair) 0.3376%  53.2153% | 0.5453%  43.0146%
StarGAN (BlondHair) 0.0354%  56.9795% | 0.4202%  45.3872% StarGAN (BlondHair) 0.4084%  54.2292% | 0.5382%  42.6039%
StarGAN (BrownHair)  0.0189% 59.2694% 0.2927% 45.0342% StarGAN (BrownHair)  0.2077% 53.5694% 0.4344% 42.9792%
Average Common 0.0454% 0.0476% 0.2856% 0.3312% Average Common 0.1994% 0.1759% 0.4769% 0.5865%
10.0394% |0.0475% | 10.2008% 10.2961% 70.1146% 10.0808% | 10.3921% 10.4914%
Average Malicious 2.2818%  57.1819% | 3.1306%  43.4828% Average Malicious 2.7741%  52.9611% | 4.5094%  44.3868%
10.2162% —— | 11.0650% —— 10.7085%  —— | 12.4438% ——

the overly robust MBRS, PIMoG, and Tracer are not. It can also be
observed that the separable decoders extract mismatched messages
when encountering malicious distortions.

Intriguingly, the above even holds true for the pristine image
that is without the embedded message, and we show in Table 6
in the Appendix that the two extracted messages are mismatched
under malicious distortions, while they are matched to some extent
under common distortions. Also in Table 7, we investigate the
observation that the model trained on images of size 128 X 128 can
work on input images of arbitrary size. Please refer to Table 8 for
the cross-dataset setting on CelebA; it has minor fluctuation in the
BER of each distortion compared to that on CelebA-HQ, as well as
in the PSNR of encoded images, thereby validating the excellent
generalizability. We also show in Table 9 that the model trained on
face images can surprisingly work on the natural images in COCO.

4.4 Ablation Study

For the ablation in an effective setup, we first examine the range
of embedded message, i.e., the hyper-parameter . Accordingly, as
depicted in Table 4, a smaller « can achieve higher visual quality
but with reduced robustness, while a larger « can achieve stronger
robustness but with decreased visual quality. Recall that & bridges
the trade-off between visual quality and robustness. By the way,
the bold values in the table mean the performance gains compared
to the original counterparts (see Tables 2 and 3). The omitted term
indicates the BER comparison under malicious distortion, as they
are close to 50%, but higher is not necessarily better.

It is worth mentioning that we also try the two-stage learning,
where one decoder is jointly trained with the left components, fol-
lowed by training with only the other decoder for an additional 100

epochs. From Table 5 we can see that training the robust decoder
first and then training the semi-robust decoder, or conversely, is in-
ferior to the end-to-end training of SepMark in terms of robustness
(see Tables 2 and 3). One hypothesis is that this is likely due to the
unbalanced trade-off with visual quality. Furthermore, we conduct
the toy example where MBRS first embeds a robust watermark
into the image and then uses FaceSigns to embed a second fragile
watermark and vice versa, causing the failure of robust decoding
and the deteriorated visual quality, as seen in Table 10. All of these
again demonstrate the effectiveness of the proposed SepMark.

5 CONCLUSION

In this paper, we propose the first end-to-end learning architecture
for deep separable watermarking, dubbed SepMark, and naturally
apply it to proactive Deepfake forensics, realizing unified source
tracing and Deepfake detection. Thanks to the separable decoders
that extract the embedded watermark with different levels of ro-
bustness, the robust decoder resists against numerous distortions
while the semi-robust one is selectively sensitive to malicious dis-
tortions. Experimental results show that SepMark has made an
encouraging start on typical Deepfakes, to provide preventive mea-
sures and more reliable evidence for trustworthy faces. Further
work involves the more general modeling of Deepfake distortions
that can generalize the watermarking to unseen Deepfakes.
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A APPENDIX
A.1 Additional Visual Examples

SimSwap  GANi SWrGAN  SWrGAN  SWrGAN  SWrGAN  SWrGAN  SimSwap GANimation SWrGAN  SWrGAN  SWrGAN  SGrGAN  SIrGAN
Male Young  Blackiair  BlondHair  BrownHair Male Voung  BlackHair  BlondHair  BrownHair

(a) Image size: 128 X 128 (b) Image size: 256 X 256

Figure 6: More malicious distortions regarding Deepfakes.

A.2 Additional Experimental Results

Table 6: More investigations on the pristine image I.,. “Both”
means the BER between M;, and My,.

128 x 128 | 256 X 256

Distortion PSNR = +co PSNR = +oo
Both Both

Identity 18.3534% 15.8034%
JpegTest 14.3272% 16.7296%
Resize 17.1341% 15.4153%
GaussianBlur 18.0217% 17.9925%
MedianBlur 17.6121% 17.0536%
Brightness 18.7901% 16.7889%
Contrast 18.6202% 16.8386%
Saturation 18.3392% 15.9481%
Hue 18.2649% 15.8679%
Dropout 18.3534% 15.8034%
SaltPepper 27.8199% 23.0745%
GaussianNoise 16.0966% 18.7992%
SimSwap 50.5406% 47.4623%
GANimation 48.6370% 49.8244%
StarGAN (Male) 50.4049% 49.0832%
StarGAN (Young) 50.6209% 49.2378%
StarGAN (BlackHair) 49.5609% 48.9125%
StarGAN (BlondHair) 48.7028% 48.9916%
StarGAN (BrownHair) 50.1771% 49.0907%
Average Common 18.4777% 17.1763%
Average Malicious 49.8063% 48.9432%

Table 7: More investigations on 128128 trained model across
arbitrary input size of image I,.

256 X 256 | 512 X 512

Distortion PSNR = 35.4984 PSNR = 35.2925

Tracer Detector Tracer Detector
Identity 0.0000% 5.2467% 0.0000% 25.1287%
JpegTest 0.1735% 0.9679% 0.1062% 0.7177%
Resize 0.0508% 2.9592% 0.0165% 18.6532%
GaussianBlur 0.0106% 11.0127% 0.0035% 33.1704%
MedianBlur 0.0071% 9.0061% 0.0035% 30.9301%
Brightness 0.0153% 5.8735% 0.0165% 25.0118%
Contrast 0.0177% 6.2028% 0.0106% 25.3234%
Saturation 0.0000% 5.4958% 0.0000% 25.3966%
Hue 0.0000% 5.5902% 0.0000% 26.1036%
Dropout 0.0165% 7.6546% 0.0224% 26.1674%
SaltPepper 0.1558% 2.0491% 0.2325% 5.9832%
GaussianNoise 0.5323% 3.9341% 0.3895% 8.1161%
SimSwap 2.5484% 49.9115% 1.9677% 49.1407%
GANimation 0.0679%  46.8494% | 0.1136% 44.9160%
StarGAN (Male) 0.2668% 50.2101% 0.0873% 49.8430%
StarGAN (Young) 0.2821% 50.0390% 0.0814% 49.4653%
StarGAN (BlackHair) 0.2986% 50.6232% | 0.0755% 50.8263%
StarGAN (BlondHair) 0.3553% 49.5574% 0.0921% 48.2177%
StarGAN (BrownHair)  0.2644% 50.3057% | 0.0767% 50.3836%
Average Common 0.0816% 5.4994% 0.0668% 20.8919%

10.0032%  15.4043% | 10.0180% 120.7968%
Average Malicious 0.5834% 49.6423% 0.3563% 48.9704%
11.4822% R 11.7093% _
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Table 8: Robustness test for the image I, under common
and malicious distortions on cross-dataset CelebA.

128 X 128 | 256 X 256
Distortion PSNR = 37.8865 PSNR = 38.7051
Tracer Detector Tracer Detector
Identity 0.0000% 0.0417% 0.0063% 0.0002%
JpegTest 0.2233% 0.2934% 0.0247% 0.0194%
Resize 0.0134% 0.0272% 0.0001% 0.0002%
GaussianBlur 0.0058% 0.0416% 0.0004% 0.0022%
MedianBlur 0.0037% 0.0730% 0.0003% 0.0002%
Brightness 0.0094% 0.0579% 0.0160% 0.0016%
Contrast 0.0068% 0.0698% 0.0034% 0.0002%
Saturation 0.0000% 0.0519% 0.0056% 0.0002%
Hue 0.0000% 0.0401% 0.0070% 0.0002%
Dropout 0.0020% 0.0625% 0.4647% 0.0004%
SaltPepper 0.0406% 0.0242% 0.0017% 0.0005%
GaussianNoise 0.7461% 0.8952% 0.1594% 0.1708%
SimSwap 12.2428%  50.7506% | 10.2216%  34.2429%
GANimation 0.0007% 39.6265% 0.0001% 45.5291%
StarGAN (Male) 0.1209% 50.8483% 0.0019% 45.5910%
StarGAN (Young) 0.1358% 50.6294% 0.0025% 45.6882%
StarGAN (BlackHair) 0.1479% 48.0443% 0.0021% 46.1099%
StarGAN (BlondHair) 0.1840% 46.7939% 0.0020% 44.6107%
StarGAN (BrownHair) 0.1196% 50.8680% 0.0014% 45.9944%
Average Common 0.0876% 0.1399% 0.0575% 0.0163%
170.0028%  10.0448% | 10.0514%  10.0080%
Average Malicious 1.8502% 48.2230% 1.4617% 43.9666%
10.2154% —_ 10.3301% —_

Table 9: Robustness test for the common distorted image I,,
on cross-dataset COCO.

128 X 128 | 256 X 256
Distortion PSNR = 35.1500 PSNR = 35.5506
Tracer Detector Tracer Detector
Identity 0.2100% 1.4440% 0.0420% 0.0475%
JpegTest 1.6027% 3.6627% 0.1691% 0.1439%
Resize 3.9873% 2.8900% 0.2661% 0.2502%
GaussianBlur 1.1447% 4.0467% 0.0698% 0.1478%
MedianBlur 0.7460% 3.4340% 0.1005% 0.0878%
Brightness 0.4560% 1.9213% 0.1745% 0.1500%
Contrast 0.3860% 1.7367% 0.0756% 0.0639%
Saturation 0.2333% 1.5240% 0.0438% 0.0567%
Hue 0.2293% 1.6453% 0.0428% 0.0495%
Dropout 0.8800% 2.8593% 0.2595% 0.1906%
SaltPepper 1.8013% 1.9353% 0.1944% 0.1355%
GaussianNoise 1.0473% 2.2393% 0.2186% 0.2402%
Average Common 1.0603% 2.4449% 0.1381% 0.1303%
10.9755%  12.3498% | 10.1320% 10.1220%

Table 10: Toy example. One watermark is embedded fol-
lowed by the other. Image size: 256 X 256.

MBRS—FaceSigns \ FaceSigns—MBRS
Distortion PSNR = 32.1240 PSNR = 32.0076
MBRS FaceSigns MBRS FaceSigns
Identity 0.3378% 0.0133% 0.0000% 0.0340%
JpegTest 5.0135% 0.8648% 0.1546% 1.5589%
Resize 5.7166% 1.1027% 1.6975% 1.5783%
GaussianBlur 6.9225% 0.1328% 3.6559% 0.1676%
MedianBlur 5.1384% 0.1151% 2.3408% 1.5160%
Brightness 1.7552% 0.0764% 1.0235% 0.0943%
Contrast 1.7989% 0.0318% 0.9658% 0.0515%
Saturation 0.3329% 0.7660% 0.0000% 0.8219%
Hue 0.9683% 8.0228% 0.0296% 9.3728%
Dropout 4.5914% 17.6177% 38.8410% 5.9916%
SaltPepper 40.2750% 12.4776% 32.2704% 13.3133%
GaussianNoise 25.7147% 0.8963% 12.5065% 1.2598%
SimSwap 46.5361%  49.8661% | 45.8514%  49.8559%
GANimation 2.7499% 45.2734% 0.2568% 45.5127%
StarGAN (Male) 11.8858% 50.1740% 7.7480% 50.2683%
StarGAN (Young) 11.7510% 50.3737% 7.8313% 50.4302%
StarGAN (BlackHair) 13.0742% 50.1859% 8.9936% 50.2606%
StarGAN (BlondHair) 10.3177% 50.9066% 6.8103% 51.1755%
StarGAN (BrownHair)  11.0078%  50.7384% 7.1055% 50.9381%
Average Common 8.2138% 3.5098% 7.7905% 2.9800%
18.2077% 13.5015% | 17.7844% 12.9717%
Average Malicious 15.3318%  49.6454% | 12.0853%  49.7773%
114.2002% —_— 110.9537% —_—
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For each figure in the Appendix, from top to bottom are the
cover image I, the encoded image I.n, the noised image I, the
residual signal of N'(|Ico — Ien|), and N (|Ino — Ienl)-

Figure 11: StarGAN (BlackHair). Dataset: CelebA-HQ. Image
size: 128 X 128.

Figure 7: SimSwap. Dataset: CelebA-HQ. Image size: 256 X 256.

Figure 12: StarGAN (BlondHair). Dataset: CelebA-HQ. Image
size: 128 X 128.

Figure 13: StarGAN (BrownHair). Dataset: CelebA-HQ. Im-
Figure 8: GANimation: the face images are processed by age size: 128 X 128.
OpenFace only when testing, to match the requirements of
the input. Dataset: CelebA-HQ. Image size: 128 X 128.

Figure 9: StarGAN (Male). Dataset: CelebA-HQ. Image size: Figure 14: JpegTest. Dataset: COCO. Image size: 256 X 256.
256 X 256.

Figure 10: StarGAN (Young). Dataset: CelebA-HQ. Image size: Figure 15: JpegTest. Dataset: COCO. Image size: 128 x 128.
256 X 256.
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